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REMARKS 

Reconsideration and allowance of the subject application are respectfully requested. 

The Examiner objects to the abstract. A new abstract has been submitted with this 
response that complies with the requirements made by the Examiner. 

Applicant submits a substitute specification that makes a number of formal and 
grammatical amendments to the specification originally filed. Also attached is a copy of the 
specification with markings to show the changes. No new matter is included in the substitute 
specification. Entry of the substitute specification is respectfully requested. It is believed that 
the substitute specification overcomes the objection to the specification noted in the Examiner's 
remarks. 

The claims have been amended to overcome the various objections made by the 
Examiner. 

Most of the claims stand rejected for obviousness based upon Winnett in view of 
Gudjonsson. This rejection is respectfully traversed. 

The combination of Winnett and Gudjonsson, even if it could be made for purposes of 
argument only, fails to disclose all of the features recited in the independent claims. For 
example, in addition to Winnett not describing a temporary SIP address, Winnett's unique 
identifier is associated with the reserved voice call (see step 430). The unique identifier is not 
reserved for and associated with "a regular subscriber identity of the terminating party B." The 
assignment and association of the unique identifier is to the reserved voice call and not to the 
parties A and B. 

In addition, Winnett fails to disclose the chat room server and voice call server providing 
"the anonymous temporary SIP address to the terminating party B." Winnett, at page 7, lines 4-5 
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"informs the parties that the call can be established." This is not the same as "providing the 
anonymous temporary SIP address to the terminating party B," as recited in claim 1 . 

Winnett also fails to disclose or suggest "the terminating party B announcing the received 
anonymous temporary SIP address in an open forum to multiple parties in the open forum in 
addition to the originating party A and the terminating party B." First, based on Winnett 's 
"announcing identifiers is a problem," see the bottom of page 8 of the official action, Winnett is 
teaching away from the announcing step in claim 1 . Second, the Examiner admits that 
"Winnett' s invention circumvents this requirement [i.e., an announcement] by having the voice 
call server handle unique identifier distribution." See the of page 9 of the official action. There 
is no announcement in Winnett of the unique identifier to multiple parties in the chat room in 
addition to party A and B. 

The Examiner also admits that Winnett lacks the anonymous temporary SIP address 
recited in the claims. The Examiner turns to Gudjonsson which simply teaches that the SIP 
protocol permits a client to send an invitation of a given type to some selected user. It is not seen 
how this general teaching that SIP permits clients to send invitations remedies the admitted 
deficiency of Winnett. Gudjonsson does not disclose using an anonymous temporary SIP 
address. And although there is general reference in Gudjonsson to anonymous communication, 
there is no teaching of using a temporary SIP address — let alone using such a temporary SIP 
address as the mechanism for achieving anonymity. 

Lacking multiple features recited in independent claims 1 and 13, the obviousness 
rejection based on Winnett and Gudjonsson should be withdrawn. In addition, newly-added 
dependent claims 24-27 recite additional features not disclosed or suggested in Winnett or 
Gudjonsson. Specifically, neither reference teaches reserving the anonymous SIP address and 



- 11 - 



1299983 



Mikael Jaatinen 
Appl. No. 10/511,849 
Februarys 2008 

associating it with the regular subscriber identity of the terminated party B using a SIP message 
REGISTER. Nor do those references teach a dual anonymity server replacing the anonymous 
temporary SIP address with the terminating party B's regular subscriber identify." 

The application is in condition for allowance. An early notice to that effect is earnestly 
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1AII 

MARKED-UP VERSION OF SUBSTITUTE SPECIFICATION 

A METHOD FOR PROVIDING A COMMUNICATIONS NETWORK SUBSCRIBER 
WITH AN ANONYMOUS TEMPORARY SUBSCRIBER IDENTITY AND A DUAL 
ANONYMOUS COMMUNICATION SYSTEM 
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Technical field <pf~ the in v ent io : 



The present invention relates in general to cominuni cation 
networks and more specifically to a communications network 
based method for providing a communications network sub- 
scriber with an anonymous temporary subscriber identity 
and to a dual anonymous communication system. 



Background 



th e invent ion 




^J^l^dual anonymous communication 3rs— mea^tfe- communication 
between two parties, where neither^^originating nor termi- 
nating party knows the other party's real subscriber iden- 
tity. 



Today, the most typical and popular form of dual anonymous 
25 communication is anonymous chatting. One can do anonymous 
chatting on the Internet in several forums, GSM chat, on 
the TV, over GSM and other forums (GSM, Global System for 
Mobile communication) . °^ anonymous " in this context -ars — 
mea^ythat the people in the chat forum do not (necessar- 
3 0 ily) know the real identity (name, e-mail address, phone 
number, etc.) of each other. 
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The problem arises when two parties in the chat forum want 
to talk to each other on the phone while still wanting to 
keep their identity secret from the other party. 



2 All 

One may imagine two persons A and B who don't know each 
other chatting either in the TV using SMS (SMS, Short Mes- 
sage Service) or on the Internet using aliases. They would 
like to call each other to arrange e.g. a date but both of 
5 them are too shy to give their real phone number or don ' t 
want to give the real number in case the other person 
turns out to be a troublemaker. This is especially true 
when the chat is going on in TV - as then lots of other 
people might see the real phone number and start harass- 
10 ing. 

Already today there exists services that enable anonymous 
calls to voice chat rooms. It is also possible for the 
originating party to suppress his subscriber identity. 
15 Anonymous e-mail has also been possible for years. The 

originating party can also use Calling Line Identity Re- 
striction to suppress his phone number. 

There also exist today certain known technologies for 
2 0 anonymous communication. However, these are limited to 
certain services and apply on circuit-switched networks 
that are gradually being phased out as all communication 
(speech, data) is moving to IP based networks. 

2 5 Nevertheless, in the IP based networks, there does not ex- 

ist services that would enable anonymous calls between two 
parties, where neither calling nor called subscriber knows 
the other party's real subscriber identity. 

3 0 Furthermore, there does not exist services that would en- 

able dual anonymous one-to-one communication using the 
same account for all types of communication (e.g. voice, 
data, e-mail, etc.). 

3 5 There is a need for a communications network based method 
for providing a communications network subscriber with an 
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anonymous temporary subscriber identity and for a dual 
anonymous communication system. This need exists both in 
present circuit-switched wireline and wireless networks as 
well as in IP based networks . 

5 

The European patent application EP 984 608 showsj — as le- 
f ^r-r-^H t-o a p r -j 0 -r ^rf J — one sotntifln relating to a call 
broker for providing telephone communications using online 
communication. The diocloDGd s olut i on presents a solution, 
10 where * in an on-line text chat environment^ one can estab- 
lish^ a telephone link to one of the chat participants 
with the help of call broker equipment. 

The IETF SIP WG Internet draft "SIP Extensions for Caller 
15 Identity and PrivaAyj by Marshall et al . showsj ac re — 
forrod to as a prixa^^ ajit/ extensions to SIP that enable 
parties in a SIP session to be identified by different 
types of party information, which are authenticated by a 
trusted entity. ^^pnrifir a hi OT1 'l^^f slxows ^^^^^^ 
2 0 whor o _de 1 i very of party information can be suppressed. 



The prior art j ftnlnti on ot present a solution for a 

communications network based method for providing a commu- 
nications network subscriber with an anonymous temporary 
2 5 subscriber identity or a solution for a dual anonymous 
communication system. 



Summary the present invention 



3 0 It is an object of the present invention to overcome or at 
least mitigate the disadvantages of the prior art. The 
present invention realizes a communications network based 
method for providing a communications network subscriber 
with an anonymous temporary subscriber identity and a dual 

3 5 anonymous communication system. 
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According to a first aspect of the present invention there 
is presented a method for providing a subscriber with an 
anonymous subscriber identity, for use in an IP communica- 
tions network having an originating party A and a termi- 
5 nating party B connected to the network, in which the 
method comprises the steps of 

the terminating party B requesting a temporary SIP 
address (SIP, Session Initiation Protocol) to be used as 
an anonymous subscriber identity, 
10 - the IP communications network reserving a temporary 
SIP address to which the regular subscriber identity of 
the terminating party B is associated, 

an application server providing the temporary SIP ad- 
dress to the terminating party B, 
15 - the terminating party B announcing the received tem- 
porary SIP address in an open forum, 

the originating party A initiating an anonymous com- 
munication path towards the temporary SIP address of the 
terminating party B, 
2 0 - the originating party A suppressing the subscriber 
identity in the communication path set up, and 

the IP communications network establishing an anony- 
mous communication path between the originating party A 
and the terminating party B for anonymous communication 

2 5 between two parties using any type of bearer available for 

communication between two parties in an IP based network, 
and using the subscriber identity of the terminating party 
B associated with the temporary SIP address. 

3 0 Preferably, ^r-^Hi m rnetlrod axrcuraxng be p^e&oat ^nv^nti ^n^ 

the terminating party B requests the temporary SIP address 
via Internet. Alternatively, the terminating party B re- 
quests the temporary SIP address via an SMS- interface 
(SMS, Short Message Service) . Alternatively, the terminat- 
35 ing party B requests the temporary SIP address via a WAP- 
interface (WAP, Wireless Application Protocol). Alterna- 
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tively, the terminating party B requests the temporary SIP 
address by dialing a number in the IP communications net- 
work. Alternatively, the terminating party B requests the 
temporary SIP address via an email-interface. Preferably, 
the terminating party B requests several temporary SIP ad- 
dresses . 



Pref erably, ^ n the method according tu piebeiiL i nven tion) ^ 
the terminating party B announces the received temporary 
10 SIP address in Television. Alternatively, the terminating 
party B announces the received temporary SIP address in a 
restricted open forum. More preferably, the restricted 
open forum is the service providing the temporary SIP ad- 
dress . 



Preferably, j |g the- -4ft e-fefeod axrcord±rtg — Lo present invmiLiuii^ 
the terminating party B terminates the temporary SIP ad- 
dress. Preferably, the the use of an temporary SIP address 
is disabled for a time period. 



According to a second aspect of the present invention 
there is presented an arrangement for providing a sub- 
scriber with an anonymous subscriber identity, for use in 
an IP communications network having an originating party A 

25 and a terminating party B connected to the network, in 
which arrangement 

the terminating party B having means for requesting a 
temporary SIP address (SIP, Session Initiation Protocol) 
to be used as an anonymous subscriber identity, 

3 0 - the IP communications network having means for re- 
serving a temporary SIP address to which the regular sub- 
scriber identity of the terminating party B is associated, 
an application server having means for providing the 
temporary SIP address to the terminating party B, 
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the terminating party B having means for associating 
his regular subscriber identity with the temporary SIP ad- 
dress , 

the terminating party B having means for announcing 
the received temporary SIP address in an open forum, 

a originating party A having means for initiating an 
anonymous communication path towards the temporary SIP ad- 
dress of the terminating party B, 

a originating party A having means for suppressing 
the subscriber identity in the communication path set up, 
and 

the IP communications network having means for estab- 
lishing an anonymous communication path between the origi- 
nating party A and the terminating party B for anonymous 
communication between two parties using any type of bearer 
available for communication between two parties in an IP 
based network, and using the subscriber identity of the 
terminating party B associated with the temporary SIP ad- 
dress . 

Preferably, |p n the arrangement according to prcocnt inven- 
tion ,V the terminating party B has means for requesting the 
temporary SIP address via Internet. Alternatively, the 
terminating party B has means for requesting the temporary 
SIP address via an SMS-interf ace (SMS, Short Message Ser- 
vice) . Alternatively, the terminating party B has means 
for requesting the temporary SIP address via a WAP- 
interface (WAP, wireless Application Protocol) . Alterna- 
tively, the terminating party B has means for requesting 
the temporary SIP address by dialing a number in the IP 
communications network. Alternatively, the terminating 
party B has means for requesting the temporary SIP address 
via an email-interface. Preferably, the terminating party 
B has means for requesting several temporary SIP ad- 
dresses . 
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Preferably, jin'hbp arrnr)g Qm ^^ ng t^ pr QCQT ^ — CTfven^ 

tion^ the terminating party B has means for announcing the 
received temporary SIP address in Television. Alterna- 
tively, the terminating party B has means for announcing 
the received temporary SIP address in a restricted open 
forum. More preferably, the restricted open forum is the 
service providing the temporary SIP address . 



Preferably, }5r-the arrangement ducuid ing to present liwcn ~ 
10 — tioi/ ][ the terminating party B has means to terminate the 

temporary SIP address. Preferably, the use of an temporary 
SIP address is disabled for a time period. 
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Brief description of the drawings 




which 



Figure 1 illustrates a dual anonymous communication 
system-\uucuj_diiiy — to the present inventi-oEfj implemented in 
an IP based network. 

Figure 2 illustrates a method for providing a commu- 
nications network subscriber with an anonymous temporary 
subscriber identity jpj-r-o-r^j rig to ^ Q p^g^f -i nvent ioj L 
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Detailed description fef-cejifcaaj Trmbniiiniorit 




The present invention describes a generic solution for all 
types of dual anonymous communication in IP based networks 
(IP, Internet protocol.) where communication paths are es- 
tablished with SIP signalling (SIP, Session Initiation 
Protocol) . The present invention also describes how a dual 
anonymous communication service can be implemented in an 
IP based network by using anonymous temporary .SIP ad- 
dresses to provide anonymity for subscribers A 

_ — - J 

The solution ^ LiuiUiiiy Lu the piebenL ii^ontio i presents a 
new communications network based method for providing a 
communications network subscriber with an anonymous tempo- 
15 rary subscriber identity and a new dual anonymous communi- 
cation system. 

Figure 1 illustrates a dual anonymous communication system 
^■aeee sdin g L u Lhu jjie^nt in vcn L l u i ^ implemented in an IP 

20 based Network. Figure 1 shows how a Dual Anonymous Commu- 
nication system is implemented as an IP network service 
using temporary subscriber identities allocated by sub- 
scribers. The dual anonymous communication system accord- 
ing to the present invention has a subscriber terminal A 1 

25 and a subscriber B 2 connected to an IP based network 3. 
The dual anonymous communication system according to the 
present invention also has an application server named as 
DAC-server 5 (DAC, Dual Anonymous Communication) in the IP 
based network 3. Furthermore, the dual anonymous communi- 

30 cation system ^g grturding to tho present invention ha£^ *^*p%; A 
4 for a connection to the DAC-server 5 (PC, Personal Com- 
puter) . A router in the IP network 3 is marked with a ref- 
erence number 6. 



35 



Dual anonymous communication is enabled by reserving a 
pool of SIP-addresses (SIP, Session Initiation Protocol) 
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for the Dual Anonymous Communication service in the DAC- 
server 5. These addresses are used as temporary network 
identification for dual anonymous communication. A sub- 
scriber can reserve a anonymous temporary SIP address in a 
5 DAC server 5 with a PC 4 over e.g. an IB connection. When 
a subscriber with an anonymous temporary SIP address con- 
nects to the IP based network, he/she associates the real 
subscriber identity (e.g. a regular SIP address) with the 
anonymous temporary SIP address in the DAC server 5 using 
10 SIP message REGISTER . 

A dual anonymous connection is set up in the following way 
using SIP signalling. The originating subscriber A 1 con- 
tacts the DAC server 5 with INVITE message using a anony- 
15 mous temporary SIP address associated to the terminating 
subscriber B 2. The DAC server 5 replaces the anonymous 
temporary SIP address with subscriber B f s 2 original net- 
work identity and sends INVITE message towards the sub- 
scriber B 2. 

20 

As an alternative, the DAC server can suppress or remove 
the A-subscriber' s network identity in/from the INVITE 
message sent by DAC server. Likewise, the DAC server 5 can 
replace the A-subscriber ' s original network identity with 
25 a generic DAC server identity or with a temporary network 
identity in case subscriber B 2 has subscribed to a anony- 
mous temporary SIP address in the DAC server 5. 

Thel^fcafc ^ n 4 cco rdincr to fhn prn^n^ -i nv^nH J i s appli- 
30 cable to all types of bearers available for communication ' 
between two parties in an IP based network, for example e- 
mail, voice calls, chat and real time video. 

The anonymous temporary SIP address can be used for commu- 
35 nication path set up as long as the originating and termi- 
nating subscriber want to be anonymous to each other, ena- 
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bling the service provider to generate additional revenue. 
Usage of the service can be indicated using charging data 
collected for anonymous communication in the network. 

Figure 2 illustrates a method for providing a communica- 
tions network subscriber with an anonymous temporary sub- 
scriber identity R ecording to the present ' inventi«| , — irr* 

^ ppnrH ^1 ^ ~*~hn pr^n-nt invnnf i n ^ a_ sub- 
scriber requests 7 a temporary subscriber identity using 
web access or SMS. The DAC system then reserves 8 a tempo- 
rary subscriber identity and replaces this with subscriber 
B's regular subscriber identity. The DAC system then pro- 
vides 9 this temporary subscriber identity to the sub- 
scriber B. Subscriber B then announces 10 the temporary 
subscriber identity to the subscriber A. The originating 
subscriber A initiates 11 a call using the temporary num- 
ber or sends an INVITE message 11 to the IP network using 
the anonymous temporary SIP address. The DAC system re- 
places the temporary subscriber identity with subscriber 
B's original network identity and routes the call 12 to 
the called party. 




Considering the popularity of anonymous 
Internet, TV and over GSM, this \n venilory has Hpig V ^cv^raT' 
implementation applications. The service is easy to imple- 
ment and can be deployed in existing GSM/UMTS network in a 
very short timeframe. Also implementation cost in IP net- 
works is low. This type of service could be advertised for 
example in Internet chat rooms and TV chat. 

^o— th e solu tion according to tftg—pre ^ant inv e ntion| .a sub- 
scriber can reserve a temporary subscriber identity or 
even several temporary subscriber identities using web ac- 
cess or SMS. The temporary subscriber identity will be as- 
sociated to the person's regular subscriber identity in 
the SCP or in the IP Network. 



B gives the temporary subscriber' identity to A. Person A 
can then call the temporary subscriber identity reserved 
by B without actually knowing A's real subscriber iden- 
tity. B on the other hand will not know A's identity if 
Calling Line Identity Restriction is. applied for A. This 
is optional. If B doesn't want to have anything to do with 
A anymore, B can easily get rid of the temporary sub- 
scriber identity and possibly reserve a new temporary .sub- 
scriber identity instead. This way, A has no way of call- 
ing B anymore. The pool of temporary subscriber identities 
has to be relatively big so that the time interval when 
the same temporary subscriber identity is reserved again 
is big enough. 

Compared to using a calling card, the threshold to start 
using this kind of service is much lower. The service can 
be used with an' ordinary subscription from anywhere. Chat- 
ting on TV and Internet is nowadays extremely popular. The 
service according to the present invention could be imple- 
mented on TV and Internet in chat forums. 
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Abstract 



Th e procont invention davrriboo , a commun i cat iono network 
b aaed m ethod for pxw±fe^--^ (communications network sub^ 



^scribed using SIP signalling^ See" communication pathHet up 
a- £ ^th an anonymous temporary identity and a dual anonymous 
communication system A Xe — fcfee — sninHnn a-^-^ng tn fhr 
■p resent imrnnH nn a subscriber can reserved "temporary 
subscriber j ^nfify nr pypn spypra] — ^"pmry ^"h^ribcr 
10 identities. The temporary subscriber identity will Bo- as- 
sociated to the person's real phone number in iSS applica- 
tion server that handles dual anonymous communication in 
the communications network. 
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